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As a developer you should ask 
yourself: "How can I make my 
application (more) secure?"!

#IBMDeveloper   github.com/ibm/cloud-native-starter@Harald_U @tsuedbroecker



“Application security encompasses measures taken to
improve the security of an application often by finding, 
fixing and preventing security vulnerabilities.”

What is Application Security?
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Source: https://en.wikipedia.org/wiki/Application_security



Asset
“Resource of value such as 
the data in a database, 
money in an account, file on 
the filesystem or any system 
resource.”

Attack (or exploit)
An action taken to harm an 
asset.

Threat
Anything that can exploit a 
vulnerability and obtain, 
damage, or destroy an asset.

Vulnerability
“A weakness or gap in 
security program that can be 
exploited by threats to gain 
unauthorized access to an 
asset.”

Terms
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Source: https://en.wikipedia.org/wiki/Application_security



Categories
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Source: https://en.wikipedia.org/wiki/Application_security

© https://tools.ietf.org/html/rfc6819

Threat & Attacks are not in our scope



Developer point of view

#IBMDeveloper   github.com/ibm/cloud-native-starter@Harald_U @tsuedbroecker
Source: https://en.wikipedia.org/wiki/Application_security

How to implement or configure
these categories for a 
Microservices based 

Cloud Native application?



The example Cloud Native Starter – Web application



Cryptography Authentication and 
Authorization

Let’s make it concrete
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Microservices Infrastructure Components
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Browser Kubernetes
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The Example Cloud Native Starter Web Application



“A Kubernetes Native Java stack
tailored for OpenJDK, HotSpot, 
and GraalVM, crafted from the
best of breed Java libraries and
standards.”

quarkus.io
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“Optimizing Enterprise Java for a 
Microservices Architecture.“

“[...] by innovating [...] with a 
goal of standardization”

microprofile.io
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“Open Source Identity and
Access Management
For Modern Applications and
Services”
keycloak.org
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“JSON Web Tokens are an open, 
industry standard RFC 
7519 method for representing
claims securely between two
parties.”
jwt.io

#IBMDeveloper   github.com/ibm/cloud-native-starter@harald_u @tsuedbroecker

https://tools.ietf.org/html/rfc7519


Let’s make it concrete
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Web-App

Web-API

Web-App

Microservices Infrastructure Components

Articles

Browser Kubernetes

User: Alice
Role: User
ClientTypes:
- Frontend
- Backend
Redirect information

Realm

auth and get a access token ->



Authentication with Keycloak
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Web-App

Browser Code: “main.js”



Redirect
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Web-API

Web-App

Microservices Infrastructure Components

Articles

Browser Kubernetes

Validate user and redirect to 
the Web-App URL

<- provide access token

User: Alice
Role: User
ClientTypes:
- Frontend
- Backend
Redirect information

Realm
Web-App



JSON Web Token Content
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Source: jwt.io



Validate Token Content

#IBMDeveloper   github.com/ibm/cloud-native-starter@harald_u @tsuedbroecker

Web-API

Web-App

Microservices Infrastructure Components

Articles

Browser Kubernetes

access token
- Name: Alice
- Role: User
- ClientType: frontend

Backend Client

Validate token content
display user Name.

User: Alice
Role: User
ClientTypes:
- Frontend
- Backend
Redirect information

Realm
Web-App



Get User Information from JWT
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Web-App

Browser Code: “main.js”

Validate Token Content



Invoke the Web-API
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Web-API

Web-App

Microservices Infrastructure Components

Articles

Browser Kubernetes

User: Alice
Role: User
ClientTypes:
- Frontend
- Backend
Redirect information

RealmGet Articles->
access token
- Name: Alice
- Role: User
- ClientType: frontend

Web-App



Invoke Web-API
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Web-App

Browser Code: “Home.vue”



Defintion of REST Endpoint for the Web-API
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Web-API

Kubernetes Code: ArticelsResource.java and application.properties



Invoke Articles Service REST Endpoint
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Web-API

Web-App

Microservices Infrastructure Components

Articles

Browser Kubernetes

User: Alice
Role: User
ClientTypes:
- Frontend
- Backend
Redirect information

Realm

Get Articles->

access token
- Name: Alice
- Role: User
- ClientType: frontend

Web-App



Invoke Articles Service REST Endpoint
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Kubernetes Code: Web-API: ArticlesDataAccess.java and Articles: application.properties

Web-API

Articles



Platform Security

26

IBM Cloud
Compliance: GDPR, HIPAA, PCI, SOC2, ISO 
9001, etc.
(https://ibm.com/cloud/compliance)

Identity and Access Management (IAM) 
for the platform 

Key Management System aaS

IBM Cloud Kubernetes 
Service (IKS)
Protecting sensitive information

Istio Security
Encryption

Access control

Security by default: no changes needed to 
application code and infrastructure

https://ibm.com/cloud/compliance


IBM Cloud Kubernetes Service 
(IKS)

Protecting sensitive information
https://cloud.ibm.com/docs/containers?topic=containers-encryption

· Encrypted disks
· Optional Key Management System (KMS) to

encrypt etcd and Kubernetes secrets
- IBM Key Protect
- IBM Cloud Hyper Protect Crypto Service

· Encrypted persistent storage
· Automatically generate TLS certificates for

Kubernetes services type LoadBalancer 

· IBM Cloud Container Registry
- Signed Images (Integrity)
- Vulnerability Advisor (Image security status)

#IBMDeveloper   github.com/ibm/cloud-native-starter

https://cloud.ibm.com/docs/containers?topic=containers-encryption


Istio Security Architecture
https://istio.io/latest/docs/concepts/security

https://istio.io/latest/docs/concepts/security


#IBMDeveloper   github.com/ibm/cloud-native-starter

Istio Security
Identity and Access Management
- Certificate Authority
- Manages X.509 certificates
- Key and certificate rotation

Mutual TLS (mTLS) authentication
- Traffic between services is

routed through Envoy proxies
- Envoys establish mTLS

connection
- Connection is encrypted and

identity of service verified
- mTLS is enabled by default

Authorization policies based on
- mTLS certificates (internal)
- JWT (external, e.g. from Keycloak)
@harald_u @tsuedbroecker



Cryptography Authentication and 
Authorization

Let’s make it concrete
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“SUPERSONIC SUBATOMIC 
JAVA.“

“A Kubernetes Native Java stack 
tailored for OpenJDK HotSpot
and GraalVM, crafted from the 
best of breed Java libraries and 
standards.”
quarkus.io

#IBMDeveloper   github.com/ibm/cloud-native-starter@harald_u @tsuedbroecker



“Optimizing Enterprise Java for a 
Microservices Architecture.“

“[...] by innovating [...] with a 
goal of standardization [...] 
microservices security are based 
on OAuth2, OpenID 
Connect(OIDC) and JSON Web 
Tokens(JWT) standards.”

microprofile.io

#IBMDeveloper   github.com/ibm/cloud-native-starter@harald_u @tsuedbroecker

https://tools.ietf.org/html/rfc6749
https://tools.ietf.org/html/rfc6749
https://tools.ietf.org/html/rfc6749


“Open Source Identity and 
Access Management
For Modern Applications and 
Services”

“... Add authentication to 
applications and secure services 
with minimum fuss. No need to 
deal with storing users or 
authenticating users … ”

https://www.keycloak.org/
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Supported protocols: 
Open ID Connect and SAML



“ a simple identity layer on top of 
the OAuth 2.0 protocol”

“It allows Clients to verify the 
identity of the End-User based 
on the authentication OpenID 
Connect specifies”

https://openid.net/connect/
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“JSON Web Tokens are an open, 
industry standard RFC 
7519 method for representing 
claims securely between two 
parties.”

https://jwt.io/
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https://tools.ietf.org/html/rfc7519


Technologies to secure the Microservice Application

Quarkus

IBM Cloud/
IKS

Keycloak

Istio
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Try out the end-to-end security 
example for a Microservices 
application on the open source 
Cloud Native Starter project!
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IBM Developer

developer.ibm.com

IBM Cloud Lite account

ibm.biz/tbd

Cryptography

- IBM Cloud

- IKS

- Istio

Authentication and 
Authorization with

- Qurakus
- MircoProfile
- Keycloak
- OpenID Connect
- JWT

Summary
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